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Welcome to RFgen

RFgen helps collect barcoded data from mobile devices, convey the digitized data to your ERP system and
print barcode labels to label printers.

The basic workflow consists of mobile devices running applications used to scan barcodes and conduct ware-
house tasks. When a user completes a task, the data in the transaction is submitted by the user to the RFgen
server which in turns conveys the data in the transaction to the Enterprise Resource Planning (ERP) system.
If desired, the customer can also use the new RFgen Secure Label feature to design labels, merge data from
a specific source of data (database) and mass print barcode label to label printers in the customer's envir-
onment. Secure Label requires additional licensing from RFgen.

The major components in the RFgen solution consists of the RFgen server, RFgen client software, the
application database (collection of warehouse apps that are installed to the user's devices), and a data-
source (i.e. inventory data used in a Cycle Count app, shipping data for a picking app ), and connections to
the ERP system.

RFgen for ERPs

Manual Inventory Digital Inventory

The Mobile Unity Platform Console (RFgen Server) features: Tools for configuring and administrating
RFgen services.

The RFgen Mobile Development Studio features the tools to design, test, and create profiles (the apps
and dependent resources) that deploy to RFgen clients in addition to configuring the RFgen server.

The RFgen Client software enables communicate with the RFgen server. Once the connection is made
between the client and server, profiles are downloaded to the client. A Thin Client profile enables users to
work in near realtime when the client is connected to the RFgen server. A licensed Offline client (also called
Batch,Mobile or Fat client) profile enable users to work offline and convey updates to the ERP when the user
reconnects with the RFgen server.

-1 RF
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The User Management Console is used for assigning menus to groups of users or individuals and linking
applications to specific menu items.

The Mobile Enterprise Dashboard provides supervisors/admins the ability monitor connected client ses-
sions and if desired, if needed log into a session to provide help.

The Transaction Management Dashboard lets supervisors/admins view queued, successful and failed
submissions to the ERP. If needed it also provides tools to edit and repost failed transactions for repro-
cessing or view historical submissions.

Additional help resources

« RFgen Install and Upgrade Guide

» RFgen Mobile Client Install Guide for Android

» RFgen Mobile Client Install Guide for iOS

+ RFgen Mobile Client Install Guide for Windows CE/Mobile

» RFgen Mobile Client Install Guide for Windows Desktop Client

-2 Rr
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Server Supported Platforms
Windows Servers 2008, 2012, 2016, 2019, and 2022.
(Also, compatible with Windows 8, 10, and 11)

To Download RFgen Software

1. GotoRFgen.com

At the top right of the website, click on Login.

3. Auser account is required to download products. If you do not have an account, please register, click
on "Don't have an account" and fill in the form.

4. Once you are done, log again.
Select Resources > tab from the menu, then select the Product Downloads tile.

6. The Product Downloads page displays.

N

b

@ M AF Product Downloads - RFgen B IS

< C (% https;//www.rfgen.com/customer-center/product-portal/product-downloads/ a o % = ° .,‘

Probi Wi
R@en sm:ms ° Solutions Industries About Resources (O, Support  Logout

Product Downloads

A new release is now available: RFgen 6.0. Learn new ways you can optimize your
operations with expanded capabilities and a consumer-like Ul{UX.

RFgen 6.0 Now Available RFgen

As the supply chain rapidly evolves, we're here to help you Downloads Click here or

stay ahead. Meet RFgen 6.0—your roadmap to new Version 5.0 »

optimization strategies. Our latest release is designed to help SEIQfCt the
Version 5.1» version you

you be more agile and efficient than ever so you can elevate

your competitive advantage. L

Version 5.2 »
Upgrading to release 6.0 is entirely optional. Your current

version of RFgen will continue to operate and be supported

normally. If you are interested in upgrading, please reach out
to your customer success team for assistance.

Explore RFgen 6.0

7. Onthe Product Downloads page, click on the Version 6.0 link (right side of page) or the version
of the software you want to download.

-3 Rr
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@ [ RF RFgen6.0-RFgen x |+ - o X
< O ()  https://www.rfgen.com/customer-center/product-portal/product-downloads/rfgen-6-0/ aQ A 7= . ]

Probi Wi
R%en Sol oms e Solutions Industries About Resources ()  Support  Logout
ve

RFgen 6.0

RFgen Version RFgen Version

6.0.06 . 6006
Release Date: 04/03/2025 Release Date: 04/03/2025
e Mobile Development Studio Download Enhancements
Items Fixed
~ ™ 1oad 8877: Device.FileExists was not returning proper results.
@ Mobile Unity Platform oa 8958: Exception in JDE connector from custom business function
= .
Documentation Developer Install Guide 8953: DevOps m.:mp_ara wm_r:l_aw shows hlanbf text when there are invalid
Guide XML characters in either original or modifed item
8640: Upgrading a 5.2 DB to 6.0 causes the dependent
[1Sar G lieie modules(references) for forms to no longer be check.
8957: The OnEnter event is not updating Rsp when only the case

changes of characters.
@ Windows Deskiop Client Download Install Guide 8944: RFgen now validates that we have the proper schema for
RFgen_Sync and TM tables.
8941: Desktop Client is closing if you are doing background sync and
o Android Client Download Install Guide Server.SyncApps.
8904: Check out no update fails in some situations because the item
does not exist of Is outdated in workspace mapped folder.
o Windows CE Clients Download Install Guide 8910: Abllity to define full Local workspace folder mapping and pull local
path from local workspace for source control

8896: Back slash in URL doesn't work when trying to authenticate to

RFgen Analytics Dashboard Dawnicad Bevope.

B8927: App.MacraName would return the table name when executing a
O Device Emulator Downicad SyncTable event from DevStudio. The event was not returning the name

when run from the RFgen server.

8842: With source control enabled, unable to copy from a script if it has
9 JDE Log Viewer Cownlond not been checked out.

8786: Canceling edits to a user and selecting “No” to the prompt
message, the “icons/roles” OR "User props & values” text to disappear.

8. The RFgen 6.0 page displays. Select the product or document to be downloaded. The most current
version is defaulted from the drop down menu on the right side of the page.

Which package should I choose?

To run the RFgen server, choose the Mobile Unity Platform.exe.

To design applications and/or bar code labels/forms, install the Mobile Development Studio.exe.
To print barcode labels and manage barcode printers, install the Secure Label.exe.

Note: The Mobile Unity Platform package automatically installs these products. You can also personalize
your install and only install products you want.

» Mobile Unity Platform (RFgen Server) and Console
» Mobile Development Studio

» Mobile Enterprise Dashboard

» Transaction Management Dashboard

» User Management Console

4 RF on
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Downloading the RFgen Clients

To view client install guides online: Installation Guide by platform.

To download the RFgen Client for Android, log onto the Google Play Store and search on "RFgen v6". To
download the install guide, see step 10 above.

To download the RFgen Client for Apple iOS, log onto the Apple App Store and search on "RFgen v6". To
download the install guide, see step 10 above.

To download the RFgen Client for Windows Desktop, refer to step 1 through 8 above.

Downloading the Secure Label (Print Server) Software

To download the RFgen Secure Label, refer to step 1 through 8 above. Then select the Secure Label.exe.

-5 Rr
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Minimum Hardware Requirements Per Server

The following requirements will support install of the Mobile Unity Platform/Console and the Mobile Devel-
opment Studio, Mobile Enterprise Dashboard, Transaction Management Dashboard, and User Management
Console on the same server.

Processor - 2 GHz or better; Intel or AMD chip

Memory — See Memory Requirements by Connection Type below.

Hard Drive - An RFgen installation can use up to 500 megabytes of hard drive space depending on how
many options are installed.

BEST PRACTICE - RFgen recommends the purchase of a Development and/or Test Server to only be used
for application development and testing purposes. The configuration of the Development/Test Server would
follow the same requirements describe above.

If installing a server to be dedicated to Transaction Management, the minimum is also the same as above.

See Also: ERP Connection Requirements.

-6 Rr
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Memory Requirements by Connection Type

RFgen Client Per- Database Con- Screen Map- Per ERP Con-
ERP or System Server Connection nection ping nection
Deltek CostPoint 15MB 10 MB 10 MB NA NA
General Con-
nectivity/Legacy Systems 15MB 10 MB 10 MB 25 MB NA
Oracle E-Business Suite 15MB 10 MB 10 MB NA NA
Oracle JD Edwards 15MB 10 MB 10 MB 25 MB 100 MB
Oracle SCM 15MB 10 MB NA NA NA
SAP 15MB 10 MB NA NA 30 MB
Notes:

. . Deltek CostPoint uses a Web Service object in place of an ERP Connection and the
Deltek CostPoint L .
memory usage by the web service is nominal.

If your data connector is setup for Connection Pooling (a licensed database connection
shared by multiple clients), each pooled connection would use approximately 10 mega-
bytes. To estimate your memory requirements, multiply the total number of pooled
connections by 10. For example, 5 pooled connections would require approximately 50
megabytes.

General Con-
nectivity
& Legacy Sys-

tems If Connection Pooling is disabled, each active client would have its own connection,

and each connection would use approximately 10 megabytes. To estimate your
memory requirements, multiply the total number of client connections by 10. For
example, 5 client connections would require approximately 50 megabytes.

If your JDE is setup for Connection Pooling, (a single licensed database connection
shared by multiple clients), each pooled connection would use approximately 100
megabytes. To estimate your memory requirements, multiply the total number of
pooled connections by 100 megabytes. For example, 5 pooled connections would

Oracle JDE require about 500 megabytes of memory.

If Connection Pooling is disabled, each client would have its own connection, and each
connection would use approximately 100 megabytes. To estimate your memory
requirements, multiply the total number of client connections by 100 megabytes. For
example, 5 client connections would require approximately 500 megabytes of memory.

If your ERP is setup for Connection Pooling (a licensed database connection shared by
multiple clients), each pooled connection would use approximately 10 megabytes. To

estimate your memory requirements, multiply the total number of pooled connections
by 10. For example, 5 pooled connections would require approximately 50 megabytes.

Oracle EBS

-7 Rr
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Oracle SCM
Cloud

SAP

If Connection Pooling is disabled, each active client would have its own connection,
and each connection would use approximately 10 megabytes. To estimate your
memory requirements, multiply the total number of client connections by 10. For
example, 5 client connections would require approximately 50 megabytes.

If your data connector is setup for Connection Pooling (a licensed database connection
shared by multiple clients), each pooled connection would use approximately 10 mega-
bytes. To estimate your memory requirements, multiply the total number of pooled
connections by 10. For example, 5 pooled connections would require approximately 50
megabytes.

If Connection Pooling is disabled, each active client would have its own connection,
and each connection would use approximately 10 megabytes. To estimate your
memory requirements, multiply the total number of client connections by 10. For
example, 5 client connections would require approximately 50 megabytes.

If SAP is setup for Connection Pooling (a licensed database connection shared by mul-
tiple clients), each pooled connection would use approximately 30 megabytes. To
estimate your memory requirements, multiply the total number of pooled connections
by 30. For example, 5 pooled connections would require approximately 150 mega-
bytes.

If Connection Pooling is disabled, each active client would have its own connection,
and each connection would use approximately 30 megabytes. To estimate your
memory requirements, multiply the total number of client connections by 30. For
example, 5 client connections would require approximately 150 megabytes.

Licensing Requirements

RFgen Server

A license and authorization code are required to run RFgen server services. This requirement applies to test
servers and trial servers used to run the Mobile Unity Platform and/or RFgen Mobile Development Studio.

RFgen Secure Label Server

A license and authorization code is required for each connected printer. The printer queues that get gen-
erated and used in the TM database are covered by the print service licensed for each printer. For example if
you have two printers, you can have multiple queues going to each printer, but you will only need to license
your Secure Label for two printers.

-8 Rr
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Installing RFgen

The RFgen’s Mobile Unity Platform.exe installs all the RFgen products except the RFgen clients.

To get started, simply click on RFgen’s Mobile Unity Platform.exe or Mobile Development Studio.exe. The
Welcome screen displays.

Welcome Screen

@ RFgen 6.0 Mobile Unity Platform™ 6.0.0.0 - InstallAware Wizard - X

Welcome to RFgen 6.0 Mobile Unity Platform™ Setup

Collecting information Welcome to the InstallAware Wizard for RFgen 6.0 Mobile Unity Platform™
Preparing installation

Installing

will install RFgen 6.0 Mobile Unity Platform™ on this computer.

Finalizing installation

%

InstallAware

Click Next to continue or Cancel to exit the app.

-9 RF en
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License Agreement
@ RFgen 6.0 Mobile Unity Platform™ 6.0.0.0 - Install&ware Wizard — *

License Agreement

Collecting information ease review the license agreement below.

o _ RFgen Software
Preparing installation End User License Agreement (EULA)

Installing For All RFgen Releases
Reviged: May 13, 2021

Finalizing installation

Important - Read Carefully

This End-User License Agreement ("EULA") is a legal agreement between you and the
5 DataMAX Software Group, Inc. ("DATAMAX") for the "RFGEN" Software product

induding computer software, assodated media, printed materials, and electronic
documentation ("SOFTWARE PRODUCT™). By installing, copying, or otherwise using

the SOFTWARE PRODUCT, you agree to be bound by the terms of this EULA. This

EULA constitutes an offer that may be accepted by you by your signature below, or

by use of the Software Product. Acceptance is expressly limited to the terms hereof
and no different or additional terms contained in any purchase order, confirmation or

B I accept the license agreement

InstallAware

If you are installing RFgen for the first time, this screen displays. Click the “I accept the license agreement”
then click Next to continue.

-10 Rﬁen
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Setup Type

@ RFgen 6.0 Mobile Unity Platform™ 6.0.0.0 - Install&ware Wizard — *

Collecting information Please select the type of setup you would like to perform:

Preparing installation Q Complete Setup

Installing = All program features will be installed.

Finalizing installation

®

@ Personalized Setup

ures are installed.

InstallAware

This screen enables you to select the specific RFgen product you want to install in addtion to the RFgen
server.

» Complete Setup installs all products -- Mobile Unity Platform Server/Console, Mobile Development Stu-
dio, Enterprise Dashboard, Transaction Management Dashboard, or the User Management Console.
 Personalized Setup -- Use this feature to OMIT products you do NOT want installed.

If you select Complete Setup and click Next, this takes you to the Destination folder.

Select Features- Example of Personalized Install

O Personalized Setup

plete control over which program features are installed.

Recommended for advanced users,

11 Rﬁe"
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[28l RFgen 6.0 Mobile Unity Platform™ 6.0.0.0 - InstallAware Wizard - X

Select Features

Collecting information |ease select the program features you would like installed.

. =) = | Mobile Development Studio
=3 ~| 550 Support
(=3 ~ | Mobile Enterprise Dashboard
(=3 = | Transaction Management Dashboard
= ~ | User Management Console
=3 ~ | Sample Database

Preparing installation
Installing

Finalizing installation

InstallAware

If you selected Personalized Setup in the prior step, you can select the product and/or Sample Database to
be installed. Note that the specific space requirements are also described.

Select Features

Collecting information leas ect the program features you would like installed.
1
FEIEOINSE BT = Will be installed on lecal hard drive

=28 Entire feature will be installed on lecal hard drive

Installing

X Entire feature will be unavailable

Finalizing installation

When you click the down arrow, the options "Will be installed on local hard drive" and "Entire feature will be
installed on local hard drive" will yield the same results. If you select "Entire feature will be unavailable" this
will prevent it from being installed.

Click Next to continue.

-12 n&en
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Destination Folder
@ RFgen's Mehbile Unity Platform™ 3.2.0.0 - InstallAware Wizard — *

Destination Folder

Collecting information
Preparing installation

Installing 1

Apps
Finalizing installation backup
dell

Drrivers

Intel

langpacks
OneDriveTemp
PerfLogs

Program Files

Folder path:

C:\Program Files'\RFgen52\RFgen52

InstallAware

If you are installing the 64-bit version or x86-bit version, the installer defaults to these locations respectively:

\Program Files\RFgen60 or \Program Files (x86)\RFgen60

The default database (RFgen.db) installs to:

C:\ProgrambData\RFgen60
You can customize the destination by editing the path in the Folder Path field.

Click Next to continue.

-13 Rﬁen
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COM/NET Support (Visual Basic Application Environment Extensions)
@ RFgen 6.0 Mobile Unity Platform™ 6.0.0.0 - Install&ware Wizard — *

COM/NET Support

Collecting information
Preparing installation

Installing

Finalizing installation

%

InstallAware

The COM/NET Support screen allows you to install additional software that extends the functionality of
Microsoft Visual Basic for Applications (VBA). VBA is the programming language used to develop mobile
applications in the Mobile Development Studio.

No COM/NET - Choose this third option if you DO NOT plan on developing applications in the Mobile Devel-
opment Studio, or, you want to simply skip installation of COM/NET right now. You can choose to install it
later via this installer.

COM/NET 4.0 - Choose this option if you plan on developing or customizing applications in the Mobile
Development Studio and do not have mobile apps using scripts coded with dependencies to older versions
COM or NET. COM/NET 4.0 is not backwards compatible with older versions of code.

Note 1: Once you install COM/NET 4.0, it cannot be removed individually without removing the entire set of
products.

Note 2: If you are planning on connecting the RFgen Mobile Development Studio to the Microsoft Team
Foundation Server for code management (source control) purposes, the Microsoft .Net Framework 4.5 is
required on the same system where your RFgen Mobile Development Studio is installed.

COM/NET 2.0- Choose this option if you plan on developing new mobile applications or mobile applic-
ations that you plan on modifying and you know these use the VBA code used this version of COM/NET.

-14 R@en
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Note: Once you install COM/NET 2.0 it cannot be removed individually without removing the entire set of
products.

Click Next to continue.

Ready to Install

{28l RFgen 6.0 Mobile Unity Platform™ 6.0.0.0 - InstallAware Wizard - X

Ready to Install

Collecting information Setup is ready to start installing RFgen 6.0 Mobile Unity Platform™.
Preparing installation

Installing Please dick Next to install now. Click Back to review your installation settings.

Finalizing installation

%

InstallAware

Click Next to finish the process.

-15 Rrge“
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The Installing screen will display.
@ RFgen 6.0 Mobile Unity Platform™ 6.0.0.0 - InstallAware Wizard

Installing RFgen 6.0 Mobile Unity Platform™

Collecting information
Preparing installation
Installing

Finalizing installation

File: Microsoft. TeamFoundation. Discussion. Client.dll, Directory: C:\Program Files\RFgeng0l, Size:
InstallAware 73256

16 RFen
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Installing RFgen's Mobile Unity Platform Setup Complete

2B RFgen's Mobile Unity Platform™ 5.2.0.0 - InstallAware Wizard — x

RFgen's Mobile Unity Platform™ Setup Complete

Collecting information RFgen's Mobile Unity Platform™ has been installed successfully.
Preparing installation

Installing

Finalizing installation

®

InstallAware

You are now ready to begin running your RFgen product. Click Finish to exit the installer.

Once Your Product Is Installed

To download the RFgen User Guide pdf, from the Dev Studio menu, click on Help.
Select the RFgen Manual. The RFgen User Guide has the documentation for all the major components in
RFgen.

-17 Rﬁen
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RFgen Help Center

RFgen Manual | KnowledgeBase | Support Sipmg.
Introduction RFgen Software

Basic Implementation Steps~
Mobile Development Studio Overview RFgen User
RFgen Mobile Unity Platiorm Guide pdf
Services Console -

21 RFgen Mobie Development Studio - 0 x

RFgen Mobile Development _
Studio

RFgen Client Software v
Mobile Enterprise Dashboard

Transaction Management -
Dashboard

User Management Console ~

The Mobile Development Studio provides all the tools you need to create a mobile solution, fest your solufion, and manage the client after the

From the RFgen website, go to the RFgen Customer Portal and select Documentation.

Authorize by Email

1. Upon purchase of a license, RFgen assigns and emails you a Customer ID and serial number. The Cus-
tomer ID and Serial Number will look similar to the example below:
Customer ID: 7382

Serial Number: KXI8N-9384

2. Submit your Customer ID, serial number, and your server system’s ID/fully qualified domain name to:
Support@RFgen.com
Subject: Technical \ Licensing

Note: If you lost your customer ID or serial number, you can still request an authorization certificate
via email. Be sure to include your company’s information, server’s system ID/fully qualified domain
name, and your email address. The server system ID is necessary to help RFgen create the author-
ization certificate.

3. Support will verify your purchase information and then email your: Customer ID, serial number,
authorization certificate (RFgen.cert), and certification installation instructions.

4. Copy the certificate to your \ProgramData\ RFgen60 folder.

5. Restart your Secure Label Service if it isn't running.

6. From your Windows Taskbar, (if you pinned the Mobile Unity Platform Console to your TaskBar), click
on Start Print Service.
If you already have your Mobile Unity Platform Console running, you can click on the Print Services
tab, then click on the Start Print Service button.
Note: If you need to perform a force start, you can also open a command prompt and run this

-18 RF
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command:
RFgenSLS600.exe -Service

7. You should see the number of License Printer Connections and License Status on your Print Services
tab.

Phone Authorization Request
Before you call RFgen Support (916) 939-2065 Have the following items prepared:

Submit your Cutomer ID and Serial Number (these came with your license) and your server's system id (fully
qualified domain name).

Example:

Customer ID: 7382
Serial Number: KXI8N-9384
System ID: CS51-ACME-2016.Prod.ACME.com

Note: If you lost your customer ID or serial number, you can still request an authorization certificate via
email. Be sure to include your company’s information, server’s system ID/fully qualified domain name, and
your email address. The server system ID is necessary to help RFgen create the authorization certificate.

RFgen Support will send you an Authorization certificate with installation instructions via email.

Activation by web

To authorize the service for permanent operation using the web, follow these steps if the server has never
been authorized, or was once authorized and the System Id has not changed. If your server has been
authorized before or your System ID has changed, then contact RFgen Support for assistance.

From the Mobile Unity Platform Console > System Authorization, click on the System Certificates.

System Authorizations: IL System Certificatesl [P Device Authorizations
Licensed Connections: Web Services, Database Services
Licensed Users: 0 Enterprise Users, 0 Voice Users, 0 Batch Devices

I Licensed Status: Unauthorized I

The RFgen — Service Authorization window displays.

-19 RF
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" Service Authorizations 2

RF

Discover the Power of Flexibility

Customer Id | Test038
Serial Number | abed-xodud2

System Id | CS60-USA-pe.rfgen.com

<

Web Authorization Cancel

1. Enter your Customer Id and Serial Number and click the Web Authorization button.
2. For example:
Customer ID
7382 ;Serial Number KXI8N-9384
Your system ID is filled in automatically by the Mobile Unity Platform Console.
Click on the Web Authorization button.
5. The window flashes (nothing else displays.)

AW

System Authorizations: = System Cartificates F Device Authorizations
Licensed Comnnections: SAP, JD Edwards, Soesn Mappng, Web Senaces, Database Senvices
LiCEndad USars: 16 Entenpras Lssss, 10 Voloe Lissrs, 15 Batch Devices

6. Licensed Status: Pemanent Authororabon

7. W hen done, the License Status changes to “Permanent Authorization."

Load Balancing

Load Balancing is a process that enables two or more RFgen servers to distribute the client workload up the
number of clients the server is licensed to support. After RFgen is configured for load balancing, the load bal-
ancing process will run automatically as part of the service. Load Balancing is an optional configuration and
requires additional licensing.

How it works

If a server fails, the remaining server will accommodate the total number of licenses (theirs + the total from
the failed server) before reverting back to the number of licenses it was originally certified for after 7 days.
For example, when one of the load balanced servers fails, its clients are disconnected. The disconnected cli-
ents can attempt a reconnection to that server again. If that reconnection fails again, then the clients auto-
matically go to the next load-balanced server listed in their profile and attempt a connection to that server.
Since the remaining live server has the combined license count, all the clients should be able to connect to
the remaining server.

Load Balancing is configured under the RFgen Configuration > Application Services: Load Balancing Cluster
screen. The information on which server to connect to is provided in the Profile that was deployed to the cli-
ent.
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RFgen will support IP addresses, but if the IP of the server changes, this will require manual changes on the
client if the server IP address was used.

Note that RFgen 5.2 can also resolve to multiple IP addresses. If you had 300 devices on one server, then
added a second load-balanced server and updated your DNS settings with the information of the additional
server, and your devices can then be load-balanced to the new server without changing the profiles on the
existing clients.

In the Mobile Profile of the client to be load balanced, make sure the Load Balanced server is listed in the
Device Configuration section. If you want the client to prompt the user to select a server, set the Mobile Pro-
file > Device Settings: Auto Connect value to "Disabled."

If you want the client to auto connect to one of the servers on the list, set Auto Connect to "Enabled".

If you plan on using Load Balanced RFgen Servers, contact your RFgen Sales Representative to ensure your
servers and clients licensed appropriately before you start.

For details see "To Setup Load Balancing" in this guide.

If you are using a third-party load balancing system, software, or appliance, consider configuring your the
RFgen initialization (RFgen.ini) file with the LBHealthChecker function. For more information, refer to
the knowledge base article "How to heath check communication between 3rd party Load Balancers and
RFgen."

To Setup Load Balancing

Load Balancing is a process that enables two or more RFgen servers to distribute the client workload up the
number of clients the server is licensed to support. After RFgen is configured for load balancing, the load bal-
ancing process will run automatically as part of the service. Load Balancing is an optional configuration and
requires additional licensing.

 For more details on how load balancing works, see the topic "Load Balancing".
» For more details on how to test load balancing, see the topic "To Test Load Balancing".

Setup Steps
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0@ Application Services - [Changed] x
Services Configuration Service Type
Maobile Services Port 21088 Run Mode | Application -
Remote Services Part 21087 o Start Mode | Manual A

CMC Services Port 21095 : Domain
Vocollect Services Port 21095 Local Admin Account

XML Services Port 21094 Password
Email Adrministration
SMTF Port 25 Services Port 12594 :

Server Protocol HTTP v
HTTPS Certificate
Load Balancing Cluster
MAT Firewall

Services Port 126593 : Encryption

Sarver Name Authentication Disabled v

<RFgenServerMamel> Protoco

<RFgenServerMame2 > S5L Certificate

I | <RFgenServerMamel:>
Data Encryption Disabled -
Provider Mame osoft Base
0K Cancel

*Before you start, obtain and install the licenses needed to support the number of clients to be shared
between servers.

1.

w N

o w

8.

From your Mobile Development Studio or Mobile Unity Platform console, go to:

Configuration > Application Services: Load Balancing Cluster

Enter the Server Name(s).

If port if its different from the default (port 12693) enter the port number.

If your load balanced servers are behind a firewall, check the NAT Firewall checkbox. This enables
the resolution of the DNS server name(s) to the IP address of the servers if they are behind a firewall.
For more details see the topic RFgen Load Balancing with NAT Firewall enabled.

Click OK.

The load balance service will run as part of the RFgen service.

To view the status of the configured server services, launch the Mobile Unity Platform Console
and scroll towards the bottom to see a panel displaying the status of the Load Balanced cluster.

You are now ready to test client connections if the server goes down.

To continue see "To Test Load Balancing".
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To Test Load Balancing

Load Balancing is a process that enables two or more RFgen servers to distribute the client workload up the
number of clients the server is licensed to support. After RFgen is configured for load balancing, the load bal-
ancing process will run automatically as part of the service. Load Balancing is an optional configuration and
requires additional licensing.

 For more details on how load balancing works, see the topic "Load Balancing".
1~ For details on how to setup load balancing, see the topic "To Setup Load Balancing".

Setup the server(s) to be load balanced in the Configuration > Application Services: Load Balancing
Cluster screen.

2. Ensure the Profile RFgen Service Group is configured with the names of the load balanced serv-
ers and When Connecting to Service is set to Auto Connect before the profile is installed to the
client.
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Solution Explorer ™ | [ Thinclient %

TEEeEQ

[EL File~ [ save (57 Select Apps DO

5
B A 2 Device Profile | ThinClient Items Selected for Device Operations
3 u Applications

Description | Thin Client
f_ DatabaseBp...

N ﬂ Devices Deploy Applications  Any -

’ Images Active Theme Light -

b (2] Keyboards Allow User to Configure Device  Always -

' : : ME"FS andRal. | Allow User to Exit Application  Always -

o "_P;['l?'ll'heisnclia't__ Application Interface English v
Application Locale English (United Stat... -

& sereen Mapping

» g‘: Scripting Moed... Camera Settings

fiy Text Resources Chedk Fer Profile Updates On Connect -
» @g Themes b Database Type 50Lite -
» [ Transactions Enable Dual Use F-ey Buttons | True B
» i% Users Enable Full Screen Mode False v AutoConnect will connect
Q Voice Applicat.. Enable Remote Debugging False - thfﬁcr?ml'tot t(:'? thrver
” )
v Voice Tasks . : . at 15 listed in the
| ¥ RFgen Service Groups RFgen Service RFgen Senices group.
Start Application Offine False M
| When Connecting to Service | Auto Connect v "Select Sernvice” lets the
When Connection Lost Reconnect - user select which server
hefshe connects to.
« Manage Enterprise Service Groups x
- .
a2 E 3 A 4 B x 0
*  RFgenPrimaryService Service Description RFgenPrimaryService
RFgenBackupService Instance Name/Address <RFgenServerMame 1>
Connect Using GPRS False -
Connect Using YFN False -
o s ittt B e . o a4

3. After the Profile has been deployed to the client. Make sure the client has Auto Connect enabled in
RFgen 5.2 Configuration > Mobile Settings or in 5.2, Configuration > Application Settings.

4. Runthe client.
5. The client may connect to any server listed in the Load Balancing Cluster.

6. To view the status of the cluster and connected clients, open the Mobile Unity PlatformConsole.
A status panel should display near the bottom of the screen.
You can also check the Mobile Enterprise Dashboard to see which server the client is currently con-
nected to.

7. Shut down one of the server services.

8. Interact with the client (open a form, type into a textbox, etc) .
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10.

11.
12.

13.

The client will discover that the current server it is connected to is no longer available.

The client should now automatically try to connect to the other servers that were listed under Con-
figuration > Service Connection.

Check the status of the Load Balanced Cluster again via the Mobile Unity Platform Console.

To test the sharing of the licenses after client reconnection, do the above test with multiple clients at
the same time.

The rest of the servers should be able to handle the combined license count for 7 days.
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Upgrade Methods

The methods you can use to upgrade your environment.

In-Place Upgrade

This method SAVES YOUR OLD ENVIRONMENT and allows you to keep a working version of your exist-
ing RFgen environment (databases, connections and RFgen server) and then upgrade to RFgen 5.2.

Migration

This method TRANSFERS AN EXISTING DATABASE/CONNECTIONS TO A NEW ENVIRONMENT.
You install RFgen 5.2 to a server/virtual machine where RFgen has not be previously installed, then transfers
your existing RFgen databases/configurations into the new RFgen 5.2 environment. This method is often
used by Support. Refer to the topic "Transfer Existing Database to a New Environment Method."

New Install

This method installs RFgen 5.2 to a server/virtual machine where RFgen has not be previously installed.
Instead of transferring existing RFgen database/configurations to this system, a new database of applic-
ations developed in RFgen 5.2 are used. This method is best for customers who were on RFgen 3.x, 4.0 or
4.1, and are working with RFgen Services to create/customize their 3.x, 4.x apps to run on 5.2.

Best Practices

While the upgrade process does create a backup, we recommend you:

» Copy your RFgen application database to another location.
» Run a Script Validation Report in your current environment
Perform the upgrade in a test environment.

» See the steps for the selected Upgrade Method for details.
» Run a Script Validation and Upgrade Report to address changes.

Source Control/TFS Users

If you are upgrading your Mobile Application Development Studio and your application database is
stored/managed by a source control system such as MicroSoft Team Foundation Server (TFS), you must
check out everything from your Source Control System before upgrading your RFgen server.
If you do not check out all the objects before your upgrade of the RFgen server, TFS won't recognized the
objects that were checked in after the upgrade.

After your RFgen server has been upgraded, you can check everything back into your source control system.
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Upgrade Paths
If you are on RFgen 3.x, 4.x, 5.0 or 5.1, you can upgrade directly to 5.2.
Note: Graphical Telnet communication is no longer supported in RFgen 5.1 or higher.

Each major upgrade has additional functionality and properties which may result in a different look and feel
or behavior in an application. If you would like your applications to take advantage of the RFgen 5.2 visual
and usability features available in RFgen 5.2, contact your RFgen Sales Representative to discuss con-

sultative assistance.

For information on updating RFgen Clients, refer to the Install and Upgrade Client documentation for
the platform of the client. The pdfs are available from:

RFgen.com > Resources > Customer Portal [You must login to get to the Customer Product Potal], Product
Portal > Documentation page.

RFgen

Product Portal

If you are & current RFgen customer or partner, this is where you can download your RFgen products, access product documentation and release notes,
register or retrieve activation codes for any of your RFgen products, and access other related materials,

Product Downloads Documentation Knowledgebase
Download versions of RFgen software and Download documentation and user guides. Find answers to common questions about

more. RFgen software issues,

Learn More ¥ Learn More Learn More

RF
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Save My Old Environment Upgrade Method

As mentioned earlier, this method allows you to keep a working version of your existing RFgen environment
(databases, connections and RFgen server) and then upgrade to RFgen 5.2.

The RFgen upgrade process will not correct any pre-existing issues within your current RFgen solution set.

BEFORE starting the upgrade process, you should perform a full script validation from the current Mobile
Development Studiomenu option and make backup copies of your RFgen application database and store
it in an off-site location.

Before You Upgrade -- Validate
The RFgen upgrade process will not correct any pre-existing issues within your current RFgen solution set.

Before starting the upgrade, you should perform a system validation validation all scripts used to build the
applications in the current Mobile Development Studio to determine and document which ones are or
are not currently functional. If any are issues are found, make a note of which applications are affected.

Another useful practice is get a screen capture state of your applications and modules so you have a "Before
Upgrade" image that can be compared to the After Upgrade after you perform a validation in the new envir-
onment.

For RFgen 5.1: Select Reports > Script Validation > Start Validation.

[%. RFgen - RFgen Mobie Development Studio - 0O x
EdExit [7g Configuration S Enterprise Connections %}, Utilities

5 Help

== -
&If‘/ Application Testing n Device Management ;' Reports
2 RFgen - Script Validation X

|;E_i Script Validation [ Start validation
L

» & VBA Modules

|i'/|/ Task List b E Applications
) » ¥ Transactions
| Transaction Queues ! Hosts

b (g Vocollect Applications
=
(| =|| Upgrade Repart

EBS_MobileApp  §§ EBS ~
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Note issues. For example, in each category, if you see a notification icon and red text, this would be an issue
that currently exists in your script.

RFgen - Script Validation ¢

[ Start Validation

» e VBA Modules
i E Applications
ik | FADCOO100 - Change ...
&/ FADCPO100 - Change ...
;| FADCTO300 - ADM - Cr...

ik | FADSDO100 - ADM - Se...

Example of Scripts with Issues (Warning icons)

RFgen - Script Validation X
[ Start validation

4 @' VBA Modules
« RFgen.bas - RFgen Base Module
& Win32.bas - Win32 Base Module

i E Applications
«f FFAAIDZ00 - Asset Inquiry
 FFAIIOZ00 - Issue to Asset Mumber

& FHRCLOZ200 - Clock In/Out
TR CF ST ™

Example of Scripts without Issues (green checkmarks)

Make sure you review all the modules in the output (i.e. VBA Modules, Applications, Transactions, and Vocol-
lect Applications (if used)).

Step 1. Determine existing application database location
Determine and document the location of your existing RFgen Application Database.

You should also create a backup of your database (RFgen Application database and configuration .rcf file)
and store them in a offsite location -- a location that is not accessed by the RFgen server.

For RFgen 5.0 or 5.1

From your Application Database menu, open Configuration > Application Database.
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Image the RFgen - Select / Create Application Database screen and/or take a note on each of these settings
as you will be copying the actual database in step 3.

Select / Create Application Database x
Data Source Configuration Connection
Configuration File RFgenSAP - O+ SQLite Database. ..
System / Company Id | ACME C:\ProgramData\RFgen52\5APSuite 5200, db =
Encryption Key +
System Databaze SCLite -
Data Access Mode | Static - Example Connection to
Session Timeout (hr) = Application Database
Query Timeout (sec) &0 :
Reset on Error (hex) Error Mumber

Test Connection

Example of a RFgen 5.1 Application Database location

For RFgen 4.1

This information is found under the Mobile Application Database menu, under Configuration OR under the
Select RFgen Master Database, found under Options. Note the top three elements:

LOLBCLALWE LFUUHUEFL "5 LALIELlll LUOregoouill oL

s i

h RFgen - Select Application Database @
Cancel H Save ] Upgrade Database

Source p\projects\Antea-Tony\antea DEYWWorkingMDE.mdb
1 Description  RFgen Database - RFgen

Encryption Key

Status: Unlocked - Version: 4.1.0 - Last Modified: 09/29/17

Available Application Databases

Wnts\Users\Tony\Antea-Tony\WarkingMDEB.mdb
1l c\Users\tliguori\Desktop\WorkingMDB.mdb

Step 2. Create a new folder to use for RFgen 5.2 testing
For our example, we created a folder in C:\RFgenTestSqliteDB\RFgen52.
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Step 3. Checkout TFS (Source Control) Objects

Most users do not have their RFgen application database stored and managed by a source control system
and will not need to follow this step.

CAUTION: If your application database is source controlled by a third party system such as the MS Team
Foundation Server (TFS), check out everything BEFORE you upgrade.

If you do not do this, TFS won't recognize the objects after the upgrade.

Step 4. Copy your existing RFgen Application Database

Copy your database into the new folder. You will be upgrading this new copy into your RFgen 5.2 envir-
onment.

For example, we copied our RFSAPSuite_5113.db from C:\ProgramData\RFgen51 to C:\RF-
genTestSQLiteDB\RFgen52

Step 5. Change your existing desktop icon

If you have a RFgen 5.0 or 5.1 desktop icon (shortcut), now is good time to change the icon as the new ver-
sion of Mobile Development Studio might have the same icon as your older one.

Refer to the Microsoft Windows documentation for your version of Windows to remove the desktop icon.

Step 6. Stop Services, then Install RFgen software

1% Task Manager — O x
File Options  View
Processes  Performance  App history  Startup  Users  Details  Services

o

Mame PID Status  User name CPU  Memory [
& RFIDES10.exe 5500 Run.. localadmin 0o 128, %6
{[m=|RFIPC510.exe 4332 Run..  SYSTEM LY 1,224
S RFSCM310.exe 7724 Run... localadmin 0o 40,540,
<! >

Fewer details End task

1. Close all RF* services before starting the update.
For 5.0 this includes the RFIDE500.exe, RFIPC500.exe and RFSCM500.exe
For 5.1 this includes the RFIDE510.exe, RFIPC510.exe, and RFSCM510.exe.
If you are running the RFgen Desktop Client on the system, make sure that is stopped as well.
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2. Using a local administrator account, install the RFgen software (i.e. RFgen 5.2 Mobile Unity Platform
Services) if you have not done so already.

3. During the installation, RFgen will create a new 52 folder in %AppData%\Program Data if the 64-bit
package was used. This location can retained as we will be using the C:\RF-
genTestSQLiteDB\RFgen52 folder for storage of our test items later on. For more details, refer to the
installation steps at the beginning of this guide.

Step 7. Run the RFgen Service

If you have been running RFgen 5.1, you will need to run the RFIPC510 -SERVICE option from CMD as
shown below:

B Administrator CWindows\systern32\cmd. exe

C:~Users~datamax>cd c:“Program Files“RFgenb
c -~ Program Files“RFgen5>RFIPC5H8H —SERUICE

c i~ Program Files“RFgen5>EHIT

Check that your Original RFgen5 Mobile Development Studio is working.

Step 8. Run the RFgen 52 Mobile Development Studio

Start up the RFgen Moible Development Studio and run as Administrator so you can perform an upgrade of
the application database.

When you launch the Mobile Development Studio, it will not be connected to any databases if you
used the defaults during installation (C:\ProgramData\RFgen52).
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=] RFgen Mobile Development Studio = [} x

[ exit [ Configuration =% Connections  [5] Testing [ Devices 7] Reports % Utilities

I Help
Solution Explorer n
TEQ HA 2O
D Applications
¥ Database Bxpors
3 ﬂDevices - o
Mo applications as this is

e [
Kmagesrd not connected to the
I heyhoards database.

|| Menus and Roles

[E3 Profiles
— Screen Mapping
b g:: Scripting Modules
i TextResources
» g Themes
:_! Transactions
| Users
Q Voice Applictions
4y Voice Tasks

r?_l

RFgen

Since we created a test folder C:\RFgenTestSQLiteDB\RFgen52, step 2, we will be forcing a connection to
this location by modifying the configuration file path.

Step 9. Create a new configuration file

RFgen 5.2 should now be running with either a blank database.

There are two ways to connect to the application database. You can either create a new configuration file to
store the path, or, you can modify the "RFgen" configuration file that comes with the new install of RFgen
5.2. The first option lets you keep the RFgen configuration file in case you want to have multiple files. The
second option is easier if your database type is SQLite.

Option 1: Create a new Configuration file

a. Create a new RFgen52 configuration file by selecting Configuration > Application Database then
select the + sign found next to the Configuration File name, and enter the new configuration file name you
wish to use. In this example will use RFgen52TestApp as the name for the new configuration file.
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[l RFgen Mobile Development Studio = 0O x
& Exit Zo Connections @ Testing E Devices Reports %k, Utilities
Hel - | ————
£ Help Select ..-'|Crea:e Application 3a:a|:ase| x
Solution Explorer
o e @ E | Data Source Configuration Connection
D GRThETTE Configuration File RFgen - ,-': SQLite Database. ..
¥ Database Ex System [ Company Id RFgen c:\ProgramData\RFgens2\RFgen.db y-]
' ﬂ Devices SRR Select Application Database Configuration File
@ Images System Database SQU
L]l Keyboards Data Access Mode  Sta T <« ProgramD... » RFgen32 v D Search RFgen32
| | Menusand R
= y Session Timeout (hr)
Profies Organize » Mew folder
—J ScreenMapp Query Timeout (sec) .
b ;:: Scripting Man Reset on Error (hex) [ This PC ~ Mame Date modified Type
i Text Resourc i . )
b g Themes - 3D Objects : Temp File fc
¥ Transactions [ Desktop || RFgen.rcf RCFF
E\'-;‘ Users

tf] Documents
i on I

File name:l RFgen32TestApp| |

Save as type: | RFgen Database Configuration File (*.rcf)

» Hide Folders | Save |

b. Select Save. This will clear the configuration settings ...

QVoiceAppIiG v o€

4y Voice Tasks

RFgen

¢. Now populate the Connection settings as saved in Step 2. For example, we change the System Database
to SQLite, which is the type used in our example.

d. In the SQLite Database field, point to the location where you created a folder in step 2. In our case this loc-
ation was C:\RFgenTestSQLiteDB\RFgen52. Selec the file and click Open.

Select / Create Application Database - Changed x
Data Source Configuration Connection
Configuration File RFgen52TestApp A SQLite Database. ..
System [ Company Id
Select SQOLite Database File b4
« v <« RFgenTest.. » RFgen32 v | @ Search RFgen52 2
Organize v Mew folder == - [H e
R |::'| Documents " MName Date modified Type
¥ Downloads [ (] RFsAPSuite 5113.db 11/23/2020 7:11 PM Data
J) Music
&= Pictures
m Videos v £ 2
File name: w | SOLite Databases (*.db) ~
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e. The SQLite Database field is populated with your location.

Select / Create Application Database - Changed x

Data Source Configuration Connection

Configuration File RFgen52TestApp - 2+ SQLite Database. .
System [ Company Id Ci\RFgenTestSOLiteDBRFgen52\RFSAPSUite_5113.db e
Encryption Key +
System Database SCLite -
Data Access Mode  Static v
Session Timeout (hr) 0

LRLIE N

Query Timeout (sec) &0

Reset on Error (hex) Errar Number

Test Connection

oK Cancel

e. Continue to the next step to Test Connection and finish upgrading the database.

Option 2: Modify RFgen.rcf file that comes with the new install of RFgen 5.2.

a. Navigate to where RFgen installed your program files. For example c:\ProgramData\RFgen52.
b. Open the RFgen.rcf file with an editor like Notepad

¢. Modify the paths.

| RFgen.rcf - Notepad — m} b4

File Edit Format View Help
HO6IRF genj@MSMIIIIIIIIL: : {ProgramData\RFgen52\RFgen . dbjIGMII3Mc : {ProgranData\REgen

ol h TN 6 S M (T

Ln1, Col 1 100%  Windows (CRLF) UTF-8

For example, from ProgramData\RFgen52\RFgen.db to C:\RFgenTestSQLiteDB\RFgen52 C:\RF-
genTestSQLiteDB\RFgen52.

You will be asked if you want to save these changes. Say Yes.

e. Continue to the next step Test Connection and finish the upgrading the database.
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Step 10. Test your connection and upgrade

a. Click Test Connection. A message such as "... database is not the current version, do you want to upgrade
now?

=} RFgen Mobile Development Studio x

@ C:\RFgenTest5QLiteDB\RFgen52\RFSAPSuite_5113.db is not the current version, do you want to upgrade now?

Yes Mo

b. Click Yes to begin the upgrade process. At this point the process will review all the existing applications
and process them into the RFgen 5.2 formats.

The time requirement and number of process steps will vary based on the complexity of the solution
database.

¢. A Connection Successful message should display.

=] RFgen Mobile Development Studio x

0 Connection successful

If you do not see this message, or the upgrade does not run, verify if you are running as administrator.

d. Upon completion of the process, click OK and OK again to load the updated application database into
RFgen.

e. Once you have completed step b, proceed to Post Upgrade Activities. This provides a checklist of items to
look for now that your upgrade is done.

Post Upgrade Activities

Once your Mobile Development Studio v5.1 has been upgraded, the following items should be quality
checked:

Review Reports > Upgrade Report
Run a Syntax Check on Application Scripts from Utilities > System Validation
Review Applications in Testing that were format changes.

Check Text Resources (Language Translation Resources) and the applications to verify updates
were performed properly.
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Click on Help > What's New for a list of changes between 5.0 or 5.1 and 5.2. For example, 5.2 now
adds built-in device skins so you can visualize how an application will look at runtime -- this is enabled when
you select the device skin in Testing > Option menu.

Example System Upgrade Report:

=] RFgen Mobile Development Studio - O x

[E4 Exit  [% Configuration £ Connections [ Testing E Devices 7] Reports %, Uhtilities

I Help
Solution Explorer l:_'n System Upgrade Repart 3
a0 E@a Lo _ | |
: [ Print Report 4 Find ltems 5 Show Changes

3 E Applications -

§° Database Exports Seripting Changes
3 E Devices 4 Applications
b &= Images 4 FIMITO200

|* ]| Keyboards #564: bATOPLANT.InputState = InputReadOnly
3 Menus and Roles 4 FPROCO200
v [ Profiles #B60: betYIELD.InputState = Inputiormal

= Screen Mapping 4 FPROCO0210
3 g: Scripting Modules @ #130: betDOCO.InputState = InputReadOnly
b {iy Text Resources #131: bectOPER.InputState = InputReadOnly
» g Themes #154: bctDOCO.InputState = InputMormal
3 J Transactions #188: txtYIELD.InputState = InputReadOnly
3 -r:\ sers #218: If txtOPER.InputState Then Exit Sub

o Voice Applications #219: txtOPER.InputState = InputNormal

4y Voice Tasks #466: ttYIELD.InputState = InputNormal

4 FSOPACZ00

#320: txtLineNo.InputState =InputReadOnly
4 FSOPADZ10
#74: betQty.Inputstate = Inputflormal

RFgenSAP gl SAP -
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Transfer Existing Database to a New Environment Method

As mentioned earlier, this method installs RFgen 5.2 to a server or virtual machine where RFgen has not
been previously installed. Your existing RFgen databases/configurations are transferred into the new
RFgen 5.2 environment and the application database is updated once the connection is successful made.

Limitations to This Method
» The Transfer Existing Database/Connections option to a new environment method does not allow the
user to keep a working version of their existing RFgen environment.
» Once the application database has been updated, its no longer backward compatible with older ver-
sions.
Before You Upgrade -- Validate
The RFgen upgrade process will not correct any pre-existing issues within your current RFgen solution set.

Before starting the upgrade, you should perform a system validation validation all scripts used to build the
applications in the current Mobile Development Studio to determine and document which ones are or
are not currently functional. If any are issues are found, make a note of which applications are affected.

Another useful practice is get a screen capture state of your applications and modules so you have a "Before
Upgrade" image that can be compared to the After Upgrade after you perform a validation in the new envir-
onment.

For RFgen 5.1: Select Reports > Script Validation > Start Validation.
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[%. RFgen - RFgen Mobie Development Studio - O x

ﬁ Exit .:'_',@ Configuration 2 Enterprise Connections @13 |tilities

[ Help

== :

M Application Testing a Device Management Reports
& RFgen - Script Validation 3¢

.
|;E_i Script Validation [ start validation

» ZeiVBA Modules

—_ )
u Task List 3 D Applications

b [ Transactions

I
| Transaction Queues - Hosts
3 Q Vocollect Applications

||l_=j] Upgrade Report -

EBS_MobileApp  §f EBS -

Note issues. For example, in each category, if you see a notification icon and red text, this would be an issue
that currently exists in your script.

RFgen - Script Validation ¢

[ Start Validation

» e VBA Modules P .
Fl D Applications

&1 FADCO0100 - Change ...

&/ FADCPO100 - Change ...

& | FADCTO300 - ADM - Cr...

s | FADSDO100 - ADM - Se.., =

Example of Scripts with Issues (Warning icons)
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RFgen - Script Validation 3¢

[ start validation

4 g:f VBA Modules
« RFgen.bas - RFgen Base Module
& Win32.bas - Win32 Base Module
d D Applications
o FRAAID200 - Asset Inquiry
" FFAIIO200 - Issue to Asset Mumber

_ |& FHRCLO200 - Clock InfOut
BT o S SR o

Example of Scripts without Issues (green checkmarks)

Make sure you review all the modules in the output (i.e. VBA Modules, Applications, Transactions, and Vocol-
lect Applications (if used)).

N1. Document existing database location

Determine the location of your existing RFgen Application Database and document the settings. YOU will
need a copy of your RFgen application database from your old environment. When you install and launch
RFgen, its helpful to "run as Administrator."

For RFgen v5.0 or v5.1

From your Application Database menu, open Configuration > Application Database. Image the screen
and/or document each of these settings as you will be copying the actual database (generally shown just
above the Database Login field).

For RFgen v4.x versions

This information is found under the Mobile Application Database menu, under Configuration OR under the
Select RFgen Master Database, found under Options. Note the top three elements:

T ANISCLAWE BRCCHUNEFL "5 LAELll LUCegroiuill CoOLorn

:& RFgen - Select Application Database @
Cicancel [ save [ Uparade Database

Source  pl\projects\Antea-Tony\antea DEYWWorkingMDE.mdb
Description  RFgen Database - RFgen

Encryption Key

Status: Unlocked - Version: 4,1.0 - Last Modified: 09/29/17

Available Application Databases

nts\Users\Tony\Antea-Tony\WarkingMDB.mdb
1| c:\Users\tliguori\Des kto p\WiorkingMDB.mdb
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N2. Install RFgen Software and Copy Database

Using a local administrator account, install the RFgen 5.2 software if you have not done so already in your
new environment / 5.2 server.

1. Close all RF* services before starting the update. This includes RFIPC520.exe.

2. During the installation, RFgen will create a new 52 folder in %oAppData%)\ProgramData.

3. (Option 1) After installation is performed, copy the RFgen application database from the old envir-
onment to the new environment location.
For example, if your RFgen application database was "RFSAPSuite_5073.db," you would copy it from:

%AppData\ProgramData\RFgen51\RFSAPSuite_5073.db
to
%AppData\ProgramData\RFgen52\RFSAPSuite_5073.db

4. (Option 2) If you do not want to copy the database to the new environment, you can modify the
RFgen 5.2 Configuration Files to connect to your database where it currently is located.
BEFORE using Option 2, you should have a backup copy of your database stored in a different loc-
ation. You should also disconnect it from the your old RFgen environment.
Do NOT have your application database connected to two different RFgen servers
(v5.1 and 5.2) running at the same time as this will cause issues. Once you successfully
connect to 5.2 it will upgrade and this change cannot be undone.

N3. Modify rcf file and start up services

a. RFgen 5.2 installs by default, a database configuration file called the RFgen.rcf to the location where you
selected for data. (I.e. C:\ProgramData\RFgen52).

b. Using a tool such as Notepad, from your Microsoft Windows explorer, navigate to C:\Pro-
gramData\RFgen52 or the location where you installed the data files. Edit the RFgen.rcf file so it points to
the RFgen application database file from step N2.

¢. Save the .rcf file with a unique name and .rcf extension.
Example:

In Notepad, you can see the RFgen.rcf stores the path to the RFgen.db (an empty application database file).

10 el REgenl OO0 OO0 O0DOODODOODOODOOOOODDOOD =
\ProgramData\RFgen52

\RFgen.dbl 1 0000000300000 c:\ProgramData
\RFgen52

\RFgen.dbll00000000000000000000 e000OOOOODODOD
joonlooonoonn|

We modified the RFgen.rfc from:
c:\ProgramData\RFgen52\RFgen52.db
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to:

c:\ProgramData\RFgen52\RFSAPSuite_5073.db

10 6l RFgenl O000ODOODODOODOODOODOODODDD >
\ProgramData\RFgen52\RFSAPSuite

5073 .dbl0 0000000300000 c:\ProgramData\RFgenb2
\RFSAPSui te
S5073.dbloooooooooooooooonooooneonononooooooont
fo10oononn|

Exit the ProgramData\RFgen52 folder and proceed with the next step.

N4. Connect to Database and Upgrade

Open the RFgen Mobile Development Studio or the RFgen Mobile Unity Platform console to make
these changes. When making changes, its best to "Run As Administrator," but you can also make the
changes without running as administrator.

By default, the RFgen 5.2 server points to the RFgen.db which is empty. Change the Configuration File
"RFgen" to the one you modified in the previous step, make sure the system and connection information is
correct then press Test Connection.

1. Select Configuration > Application Database. The Select / Create Application Database screen dis-
plays.

2. Switch the Configuration File from RFgen.db to the one you configured in step N3.
— Connections [Z] Testing E Devices 7| Reports &, Utilities [ Help

Select / Create Application Database x

Data Source Configurati

Connection

P +| SQLite Database. ..

Configuration File

System [ Company Id RFgen L c:\ProgramData'\RFgen52\RFgen.db
Encryption Key L
System Database Select Application Database Configuration File *
Data A Mod - -
AR L + <« ProgramData » RFgen32 » v o) Search RFgens2 2

Session Timeout (hr)
Query Timeout (sec)]  Organize + Mew folder =z + [N o

Reset on Error (hex) -~

&=| Pictures " MName Type Date modified Size

B videos Temp Filefolder  11/20

‘e Local Disk (C:) E RFgen.rcf RCF File 1 T1KB
=¥ Network RCF File 11/20 1KB

v

File name: || v| RFgen Database Configuration

cance'

Example of the selected RFgen configuration from that was created in step N4.
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3. RFgen 5.2 defaults to the SQLite database type. If your application database type is SQLite, the other
fields should update automatically.

If your database is not SQLite, you will need to change the System Database type and other fields in
this window to enable RFgen to read the data and perform updates.

Select / Create Application Database x
Data Source Configuration Connection
Configuration File ‘RFgenSAP RaPER ] SQLite Database...
System / Company Id RFgen c:\ProgramData\RFgen52\RFSAPSuite_5073.db P
Encryption Key +

System Database SQLite -
Data Access Mode  Static -

Session Timeout (hr) a :
Query Timeout (sec) 80 o
Reset on Error (hex) Error Number

Test Connection

oK Cancel

Example screen after the configuration file was changed. The new database was SQLite.

4. Click on Test Connection. The message "This database requires upgrading" or the message similar
to the one below will displays. Click Yes.

[Z) RFgen Mobile Development Studio x

@ c:\ProgramData\RFgen52\RFSAPSuite_5073.db is not the current version, do you want to upgrade now?

At this point the process will review all the existing applications and process them into the RFgen 5.2
formats.

Note: The time requirement and number of process steps will vary based on the complexity of the solution
database. A copy of the database is automatically stored.

If the upgrade process did not work, make sure you are running as Administrator and try again.
5. When its done the message “Connection Successful” displays. Click OK to close the message.
6. Click OK again to load the updated application database into RFgen.

7. Proceed to Post Upgrade Activities. This provides a checklist of items to look for now that your upgrade is
done.
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Post Upgrade Activities

Once your Mobile Development Studio v5.1 has been upgraded, the following items should be quality

checked:

Review Reports > Upgrade Report

Run a Syntax Check on Application Scripts from Utilities > System Validation

Review Applications in Testing that were format changes.

Check Text Resources (Language Translation Resources) and the applications to verify updates

were performed properly.

Click on Help > What's New for a list of changes between 5.0 or 5.1 and 5.2. For example, 5.2 now
adds built-in device skins so you can visualize how an application will look at runtime -- this is enabled when
you select the device skin in Testing > Option menu.

Example System Upgrade Report:

=] RFgen Mobile Development Studio
[Ed Exit  [% Cenfiguration
I Help

Solution Explorer

EEQ HA O
3 E Applications
E Database Bxports

3 ﬂ Devices
b Images 4
"] Keyboards
3 Menus and Roles 4
3 Profiles
~! Screen Mapping 4

3 g’p Scripting Modules
b fy TextResources

» g Themes

v & Transactions

b E | Users

o Voice Applications
4y Voice Tasks

A

A

RFgenSAP gl SAP -

Scripting Changes
4 Applications

FIMITO200
#564:  ttTOPLANT.InputState = InputReadOnly
FPROCO200
#860: ttYIELD.InputState = InputNormal
FPROCO210
#130:
#131:
#154:
#188:
#218:
#219:
#4662
FSOPAD200
#320:
FSOPAD210
#74: ttQty.InputState = Inputflormal

tetDOCO.InputState = InputReadOnly
txtOPER.InputState = InputReadOnhy
betDOCO. Inputstate = InputNormal
xtYIELD.InputState = InputReadOnly
If txtOPER.InputState Then Exit Sub
‘betOPER.InputState = InputNormal
tYIELD. InputState = Inputhormal

txtLineMo.InputState =InputReadOnly

- O X
—o Connections  [& Testing [ Devices 7] Reports % Uilities
[1| System Upgrade Report X
[ Print Report Find Iltems : Show Changes
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Post Upgrade Activities

Once your Mobile Development Studio v5.1 has been upgraded, the following items should be quality

checked:

Review Reports > Upgrade Report

Run a Syntax Check on Application Scripts from Utilities > System Validation

Review Applications in Testing that were format changes.

Check Text Resources (Language Translation Resources) and the applications to verify updates

were performed properly.

Click on Help > What's New for a list of changes between 5.0 or 5.1 and 5.2. For example, 5.2 now
adds built-in device skins so you can visualize how an application will look at runtime -- this is enabled when
you select the device skin in Testing > Option menu.

Example System Upgrade Report:

=] RFgen Mobile Development Studio
[Ed Exit  [% Cenfiguration
I Help

Solution Explorer

EEQ HA O
3 E Applications
E Database Bxports

3 ﬂ Devices
b Images 4
"] Keyboards
3 Menus and Roles 4
3 Profiles
~! Screen Mapping 4

3 g’p Scripting Modules
b fy TextResources

» g Themes

v & Transactions

b E | Users

o Voice Applications
4y Voice Tasks

A

A

RFgenSAP gl SAP -

Scripting Changes
4 Applications

FIMITO200
#564:  ttTOPLANT.InputState = InputReadOnly
FPROCO200
#860: ttYIELD.InputState = InputNormal
FPROCO210
#130:
#131:
#154:
#188:
#218:
#219:
#4662
FSOPAD200
#320:
FSOPAD210
#74: ttQty.InputState = Inputflormal

tetDOCO.InputState = InputReadOnly
txtOPER.InputState = InputReadOnhy
betDOCO. Inputstate = InputNormal
xtYIELD.InputState = InputReadOnly
If txtOPER.InputState Then Exit Sub
‘betOPER.InputState = InputNormal
tYIELD. InputState = Inputhormal

txtLineMo.InputState =InputReadOnly

- O X
—o Connections  [& Testing [ Devices 7] Reports % Uilities
[1| System Upgrade Report X
[ Print Report Find Iltems : Show Changes
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Check Update Reports
To check if there are any other update items to address, go to Reports > Update Reports.

This blank screen indicates no issues were found by RFgen.

[%. RFgen Mobile Development Studio - O x

EIEit [ Configuraton 3 Enterprise Connections %, Utiities  EJ Help

£ Solution Designer l\_l/ Application Testing u Device Management Eﬁepcm
Reparts ® | RFgen-Upgrade Report X

S Print

Monitoring Module Name Line # Text

&

=

y

e
gE
i

)
£

5

I

RFgens| | 53 RFgenTM g JDE @ JDEDEMO RFGENDB

Given the flexibility with which users can write VBA code and create dependencies between objects,
upgrades can sometimes result in unexpected issues. Although the Mobile Development Studio performs an
upgrade code-check, the results of this test do not guarantee that your application logic is sound; it only
reports that it is syntactically correct.

Script Validation
& Utilities

[® Export Solution Files
® Import Selution Files
Find In Files
Replace in Files
fm Apply Translations
Systern Validation
Use the Validate System utility in the Mobile Development Studio to perform a VBA syntax check for all

coded objects. Any application or macro, etc. that has a syntactical error will display the yellow triangle-warn-
ing icon. Double-clicking on any line will load and display that code page for convenience.

This tool can also be used BEFORE you upgrade your RFgen software in order to track if there are any pre-
existing issues within the script of an application.
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P

Cloze @ Start Validation

= RFgen - Script Validation o || B |

= _~ VBA Modules

«" RFoen.bas - RFgen Base Module
«" Warranty.bas - Warranty Tracking
+" Win32.bas - Win32 Base Module
= = Applications
+" BuildTables - Build RFgen Wark Tables
«" CLOCKEVENTS - Clock In and Out
+w" CYCLECOUNT - Blind Cycle Count
" DELIVERY - Proof of Delivery
+" FGPS0200 - GPS Tracking
+" FGPS0210 - GPS Working Demo
+" FieldSales - Field Sales
+w" FieldService - Field Service
" PWarranty0200 - Warranty Tracking
" PWarranty0210 - Warranty Inquiry
+" FWarranty1220 - Warranty Details
" FPWarranty0230 - Warranty Reports
& ISSUES - Inventory Issues
w" TTEMINQ - Item Inquiry by Lacation
+" LOCATIOMNING - Location Inguiry by Item
+" ORDERINQUIRY - Inquiry by Sales Qrder
+" PICK - Pick Confirm
+" POINQUIRY - Inquiry by PO

m

Check Language (Localized) Resources

RFgen 5.1 added a new automated language translation feature.

If you had a list of string resource that were localized, make sure your text IDs, strings were updated.

For more details, see the topic on Text Resources.
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Installing RFgen Mobile Enterprise Dashboard
The RFgen Mobile Enterprise Dashboard is installed through the RFgen Mobile Unity Platform installer. For
information on installing the Dashboard separately from the RFgen server, see the section "Installing RFgen"
in this guide.

E RFgen Mobile Enterprise Dashboard = B &R
(%) Exit B3 Configuration 52 Display Options [ Find Session  (2) Help
= —
| O Mobile Users EPrinters @ Voice Users @5yst&m Tasks @Shared Resources
o
x Find
Type User Id User Mame App Id App Description | App Options | State Connected At

To launch the Mobile Enterprise Dashboard, select the program from your Windows Start > RFgen v5.2
folder.

Note that the access can be setup to require elevated privileges (User name and password). For more details
on authentication of Mobile Enterprise Dashboard users, see the RFgen Users Guide > RFgen Devel-
opment Studio > Configurating User Access Control, or click here, to view the online help topic.

To Configure a Server Group

1. From the RFgen Mobile Enterprise Dashboard, select: Configuration > Select Server Group.

ﬁ RFgen - RFgen Mobile Enterprize Dashboard

| (&3 Exit | [ Configuration (i Display Options 4 Find Session  [fg Help
Application Preferences

. I e
Reset Column Views ’ Voice Users I F}System Tasks 'é:u Shared Resources

Select Server Group N

2. The Select Application Server screen displays.
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E RFgen - Select Application Server M 3
a5
Server Mame Port
» : Production rigen. com i 12R94 -
my.rfgen.com 12694 =
VM-Win100rade. rfgen.com 17694
w
Connect via (@) HTTP () HTTPS
Connect Cancel

Select the server as the source for viewing information in the dashboard.

w

Select the connection type (HTTP versus HTTPS).
4. Enter your credentials if required to access the server.
Press Connect.

5. The server/server group you connected to displays in the lower left corner of the dashboard.

Configuring User Access Control

¥ Erabie Autheribostion
PFermssions
Adminstator & duthentcation Type | Admin Cormole  User Conscle  Transaction Manager
Johe S ABL com Aoirve Drectory o o
loha Dos FFgen o

w
tintalie-PCGuest Actve Drectory

Close

The User Access Control feature restricts administrative access to RFgen consoles and dashboards if they

are configured to authenticate the user via the credentials saved in the RFgen server, or Microsoft Active Dir-
ectory .

To prevent unauthorized access, the dashboard / console must be connected to the same application data-
base that was used to configure User Access Control in the RFGen server.

For example, if you had two application databases -- one called Test, the other Production -- and User Access
Control was only setup in the RFgen server when it was connected to the Production database, if the console
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/ dashboard was connected to the Test database, the user will not be prompted to enter his/her credentials.
But, it the console / dashboard was changed to use the Production application database, the user would be
prompted.

To Enable Authentication
This feature is used for restricting access to the:

» Admin Console (the Mobile Enterprise Dashboard)
» User Console (User Management Console)
» Transaction Manager (Transaction Management Dashboard)

In the Mobile Dev Studio, click on Configuration > User Access Control.

Click on the Enable Authentication box.

Right-click on any of the column headings (or white space).

Select the desired action to add, edit, or removed an administrator.

If adding, enter the user's information, then click OK.

Check the box for one of the following that the administrator will be allowed to access.
Click OK to save your changes.

ounhkwn=

N

Update the Target Dashboard / Console

Launch the dashboard / console.

In the Configuration or Connection menu, select Application Database.

In the Data Source Configuration > Configuration File, click on the down arrow.
Select the application database that has the User Access Control settings.
(Optional) Click Test Connection. Click OK.

The application database should display on the lower left corner.

Click OK.

Noubwne
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Installing RFgen User Management Console

The RFgen User Management Console is installed through the RFgen Mobile Unity Platform installer. For
information on installing the UMC Console separately from the RFgen server, see the section "Installing
RFgen" in this guide.

To launch the User Management Console, select the program from your Windows Start > RFgen 5.2 folder or
RFgen 6.0 folder.

Note that the access can be setup to require elevated privileges (User name and password). For more details
on authentication of UMC Console users, see the RFgen Users Guide > RFgen Development Studio >
Configurating User Access Control, or click here, to view the online help topic.

Configure Host and/or Data Source

Before you configure users or menus, ensure your User Management Console (UMC) is connected to the cor-
rect application database that is the source for your user's menus and applications, check your Con-
figuration > Application Database.

Example Configuration Setup

In this example, the UMC application database of users and applications is connected to a test version of a
RFgen 5.2 QA database, but not the production database (i.e. (i.e. SAP). To change this to their production
database (i.e. SAP), the administrator follows the steps below.

L7 RFgen User Management Console «

Exit ’ Configuration ! Menu Tools  J2 U
G 4q o i
Soluti | Application Database 1

4 Application Preferences

T S L“ e '

p - Menus and Roles

3 E . Users 1
RFgen-5204A ¢

1. Click Configuration > Application Database.
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U <« ProgramD.. » RFgen32 v O Search RFgen32 o |

Organize = MNew folder =~ W @ |
z Motebo ™ Mame Date mcclifiztl Date ~

= Pictures | s20Arcf 2/24/2022 10:18 AM 11/12/2021 10:02 AM
@ Recordi 2/24/2022 10:17 AM 2/11/2021 8:23 AM
eowa DO T v
. L 4 > |
File name: |RFger‘|SAF'.rcf ~ | |RFgen Database Configuration ~
Open Cancel

2. Change or add the Configuration File. Click on the Search or drop down icons to browse to the rfc file
that contains the path to the application database you want to use. The rfc file by default is placed in the
%APPDATA%> Program Data > RFgen52 folder. In this example the 52QA.rcf is replaced with the
RFgenSAP.rcf. The location of the rcf files may be different on your system.

If the Configuratio File is blank: Click on the Configuration File plus (+) icon, and enter a new hame for
the rfc file in the Windows system pop-up screen (the location where you want the rfc file stored). For
example instead of using the default name "RFgen" you want to use the name "MyTestConfig.rcf."

3. Enter the System / Company ID name that will be associated with your rcf file.

4. In the System Database menu, select the RFgen application database that is to be associated with your
new rcf file.

If the database is not showing up in the right pane, you may need to change the System Database type (the
default is SQLite) or switch to the Host that has the data source. (See example below.)

Select / Create Application Database E3

Data Source Configuration Connection

Configuration File | RFgenSAP v 2+ S(Clite Database...
System / Company Id |SAP C:¥ProgramData\RFaen52\SAPSUite 5200.db Pel

System Database | SQLite W

Data Access Mode | ACEE5S
. | Cradle
Session Timeout (hr) 0L Server

Query Timeout (sec) LSGLite
Host ]
Reset on Error (hex) EFrOr MUmDer

Test Connection
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5. Ensure the Connection tab shows the correct path to the desired file. Click on Test Connection to check
if the connection is valid. If it is successful, click OK.

LA RFgen User Management Conso.

3 Exit [T Configuration [ Y 4

Solution Explorer n
=0 Ha
IEl 1
b Menus and Roles
b &% Uses )
SAP

The lower right corner will show the name of the datasource. In the example above we show "SAP".

For more details on the other fields in the Select/Create Application Database screen, see Config App DB.htm

Configuring User Access Control

B ri *
¥ Enabie Autherbostion
Fermissions
Admiresbrabor &  Agthentcabon Type Adrmen Cormabe Liesr Ciofeiasle Trareachon Manadger
John2ABL com Actrve Drectory o .
loka Dos RFgan of o o

tistalie-POGuest Actve Derectory

Cloge

The User Access Control feature restricts administrative access to RFgen consoles and dashboards if they
are configured to authenticate the user via the credentials saved in the RFgen server, or Microsoft Active Dir-
ectory .

To prevent unauthorized access, the dashboard / console must be connected to the same application data-
base that was used to configure User Access Control in the RFGen server.
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For example, if you had two application databases -- one called Test, the other Production -- and User Access
Control was only setup in the RFgen server when it was connected to the Production database, if the console
/ dashboard was connected to the Test database, the user will not be prompted to enter his/her credentials.
But, it the console / dashboard was changed to use the Production application database, the user would be
prompted.

To Enable Authentication
This feature is used for restricting access to the:

* Admin Console (the Mobile Enterprise Dashboard)
» User Console (User Management Console)
 Transaction Manager (Transaction Management Dashboard)

In the Mobile Dev Studio, click on Configuration > User Access Control.

Click on the Enable Authentication box.

Right-click on any of the column headings (or white space).

Select the desired action to add, edit, or removed an administrator.

If adding, enter the user's information, then click OK.

Check the box for one of the following that the administrator will be allowed to access.
Click OK to save your changes.

ounhwnN =

~

Update the Target Dashboard / Console

Launch the dashboard / console.

In the Configuration or Connection menu, select Application Database.

In the Data Source Configuration > Configuration File, click on the down arrow.
Select the application database that has the User Access Control settings.
(Optional) Click Test Connection. Click OK.

The application database should display on the lower left corner.

Click OK.

Noubhwn=
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Installing RFgen Transaction Management Dashboard

The RFgen Transaction Management (TM) Dashboard is installed through the RFgen Mobile Unity Platform
installer. For information on installing the TM Dashboard separately from the RFgen server, see the section
"Installing RFgen" in this guide.

To launch the TM Dashboard, select the program from your Windows Start > RFgen v5.2 folder.

Note that the access can be setup to require elevated privileges (User name and password). For more details
on authentication of TM Dashboard users, see the RFgen Users Guide > RFgen Development Studio
> Configurating User Access Control, or click here, to view the online help topic.

Configuring the Transaction Management Server and Dashboard

i Transaction Management Dashboard = = 2

[ Exit [T Configuration |[E Dynamic View E; Display Options [ Help

Transaction Queues Run on Server
v [ RFQueue | & RFQueue - Status: Disabled - Display: Items in process - Range: All items
[ & ©0Queuved Transactions Tran Id Transaction Name User Id Created Pr.

[ 0 Completed Transacti...
[ i 0 Failed Transactions

ABC Company | B8 TM Database

To set a connection to the data source and/or RFgen Server hosting TM transactions are processed, select
Configuration > Application Database which stores the solution objects displayed in the User Man-
agement Console.

Application Preferences sets your user interface themes and locale.

The Dynamic View button toggles between Static and Dynamic views of transactions. The Static View will
display transactions that have already occurred whereas the Dynamic View displays transactions as they
occur in real time.

The Display Options are used to narrow down the records being displayed in this window. Click the toolbar
button on the far right to get this configuration screen.

Over time the list of completed transactions can become very large.

Maximum Rows will limit the display to the first configured number of entries. To see the most recent
entries, use the data range option and set the Maximum Rows to a high value.

Transaction Display Options — All Items shows an unrestricted list of entries and Date Range will limit
the entries to a date-based on their created date.
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The Custom option is an ability to specify your own Where clause for the lookup. The actual names of the
fields in the Queue database must be known as well as the type of field. An example would be:

where SegNo =1
(See TM.GetlItemsEx for examples of table fields and types.)

The Help will display the online help for the Transaction Management Dashboard.

Configuring User Access Control

B - \dn " 2
¥ Enabie Autherbostion
Fermissions
Admanesly slor & Aasthenticanon Type Adman Corsole Lisesr Cionscie Trarsaction Manager
John2ABL com Actrve Drectory o .
Joka Do RFgan o o o

Hatslie-PClGuest  Actve Deectory

Close

The User Access Control feature restricts administrative access to RFgen consoles and dashboards if they
are configured to authenticate the user via the credentials saved in the RFgen server, or Microsoft Active Dir-
ectory .

To prevent unauthorized access, the dashboard / console must be connected to the same application data-
base that was used to configure User Access Control in the RFGen server.

For example, if you had two application databases -- one called Test, the other Production -- and User Access
Control was only setup in the RFgen server when it was connected to the Production database, if the console
/ dashboard was connected to the Test database, the user will not be prompted to enter his/her credentials.
But, it the console / dashboard was changed to use the Production application database, the user would be
prompted.

To Enable Authentication
This feature is used for restricting access to the:

» Admin Console (the Mobile Enterprise Dashboard)
» User Console (User Management Console)
» Transaction Manager (Transaction Management Dashboard)
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In the Mobile Dev Studio, click on Configuration > User Access Control.

Click on the Enable Authentication box.

Right-click on any of the column headings (or white space).

Select the desired action to add, edit, or removed an administrator.

If adding, enter the user's information, then click OK.

Check the box for one of the following that the administrator will be allowed to access.
Click OK to save your changes.

ounhkwn=

~

Update the Target Dashboard / Console

Launch the dashboard / console.

In the Configuration or Connection menu, select Application Database.

In the Data Source Configuration > Configuration File, click on the down arrow.
Select the application database that has the User Access Control settings.
(Optional) Click Test Connection. Click OK.

The application database should display on the lower left corner.

Click OK.

NoubwnE
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